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From his office in Port Harcourt, Nigeria, 
B.H. watches with contentment as ships 
come to the shipyard that he manages 
on the right bank of the vast river Niger 
to be cleaned up and serviced. Here, 
ships from the offshore platform line up 
for servicing that will keep them in good 
working order, including repairs of all 

sorts. Supply vessels and other crew boats have 
had to travel upriver before stopping at the 
floating dock. The General Manager, a rock sol-
id, unwavering Dutchman, is renowned for his 
smile, but it has now been replaced by an an-
noyed frown: some of the ships were attacked 
during their journey by bursts of automatic gunfire from the river banks just a few kilometres away. 
 

"They're not afraid of anything anymore. Their goal is to steal fuel from the ships' tanks," says B.H., pointing to 
a spot on a map where the main river bends and Nigerian pirates hide out, waiting for their chance to attempt 
to board. "Offshore oil platforms are as vulnerable here as they are off the African coastline," sighs the Dutch 
manager. There have been as many as five attacks a month in this industrial area, even though it's surrounded 
by private militias and the Army. Oil makes people greedy and incites them to do bold things..." 
 

This is just one of the many tales that reflect the tension that exists in all oil operations at sea and in major del-
tas. Large oil companies like SHELL or TOTAL have become very interested in our automatic detection system, 
because human lives are at stake. The latest development in our 3rd Eye is ASV-SERVO, a software program that 
lets you control multiple pan-tilt -zoom (PTZ) cameras based on information drawn from radar. This system 
gives eyes to monitoring radar and increases options for all infrared cameras. Both in warm and humid areas 
and in temperate or cool ones, ASV offers an even greater array of solutions to suit your needs.  
 

Automatic Sea Vision is strengthening its position in its software business with a new team attentive to opera-
tional staff and is constantly looking to offer an unrivalled, highly robust service. 
Enjoy reading! 
 
  

 
 

Philippe Waquet 
C.E.O. 
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Maritime security: A priority for TOTAL  

 

 
 
A former French naval officer, Philippe Gélinet is currently in charge of Security in the Sub-Saharan Africa region and 
marine expert within the TOTAL group, whose business is centred around three branches: exploration/production, 
market refinery and chemistry. 
 

What does "maritime security" mean to TOTAL? 
 

Philippe Gélinet: "It means ensuring the protection of people and property on our port facilities both on land and at sea, 
in particular FPSOs. TOTAL does not own a fleet of ships, but naturally, we are concerned about the security of the ships 
that we charter to transport hydrocarbons, which sometimes travel through dangerous areas." 
 

How do you assess the risks of offshore energy operations? 
 

PG: "First of all, it is important to remember the context: energy security is a major cause of concern for governments at 
a time of very high demand, particularly from emerging countries like India and China. World crude oil consumption is 
about 86 million barrels a day, more than half of which travels by sea to supply the three major consuming regions, 
North America, Europe and Asia, from the producing countries that are mainly located in the Middle East, Africa and 
Latin America. 
The basic principle for analysing the risk faced by port facilities, ships, and passengers is that you need to know the envi-
ronment well and identify threats in the area of operation. The risk is calculated by combining the threat level, vulnera-
bility, and attractiveness. In some areas, the serious threat of pirate attacks means that the company must conduct vul-
nerability assessments for the facility, in order to take appropriate safety measures, and thereby reduce the risk." 
 

Can you describe for us the threats that are encountered?  
 

PG: "Take the Gulf of Guinea, for example. This area is home to anchored facilities (platforms, FPSOs), and many tankers 
travel through it. Both must be protected from acts of piracy. The pirates are well-equipped, armed with Kalashnikovs, 
automatic rifles and RPG-7s; the attacks are carried out by about a dozen men, on speedy craft that make night-time 
actions a prime opportunity. They may claim their actions are in support of political demands and could be members of 
the Movement for the Emancipation of the Niger Delta ("MEND"). Their main demand is to secure greater control of 
natural resources by local populations. 
 

Lƴ ǘƘŜ DǳƭŦ ƻŦ !ŘŜƴΣ ǘƘŜ ǇƛǊŀǘŜǎΩ ŀŎǘƛƻƴǎ ŀǊŜ ǾŜǊȅ ǎǘǊƻƴƎƭȅ ƳƻǘƛǾŀǘŜŘ ōȅ ŦƛƴŀƴŎƛŀƭ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎΦ ¢ƘŜȅ ŀǊŜ ƻŦǘŜƴ ŦƻǊƳŜǊ 
fishermen with rudimentary vessels. They are determined, and have no fear of acting almost 1,000 nautical miles away 
from the coast, launching from mother ships. Faced with these fast attacks, which last 15 minutes on average between 
detection and boarding, the sailors have a great deal of trouble assessing the risk in such an immense range of naviga-
tion. 
 

What general security measures are deployed? 
 

PG: "The security measures consist of dissuasion and protection. Dissuasion relies first and foremost on presence and 
maritime surveillance, both in territorial waters and in the exclusive economic zone. The first line of surveillance is pro-
vided by the navies of sovereign states whenever this is possible. 
You need to bear in mind that port facilities like FPSOs are 
subject to the ISPS code. This code requires economic opera-
tors to provide the authorities in the host country with a safe-
ty plan; they must approve the proposed measures. TOTAL 
might also implement additional measures in conjunction 
with the State authorities, as appropriate to the asymmetrical 
threats of the moment. They require stronger protection with 
additional means of maritime monitoring set up by the eco-
nomic operator, good detection systems with clear identifica-
tion of radar echoes using suitable equipment, potentially 
coupled with an infrared system. These measures make it 
possible to alert the personnel of port facilities and ships as 
quickly as possible in order to get them in safe areas known 
as "citadels" and to notify the State authorities likely to inter-
vene to provide assistance. 
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Offshore drilling: An inevitable alternative 
 

Offshore operations expanded heavily in the North Sea 
after the first oil crisis in 1973, then off the coast of 
Brazil and in the waters of the Gulf of Guinea (Nigeria, 
Gabon and Angola). Today, the South China Sea has 
become a new region for offshore drilling with the 
wealth of its deposits on the Cambodian continental 
shelf. 
 

Over the past twenty years, hydrocarbons extracted 
from sea floors have become an alternative to depend-
ence on the Middle East, which holds almost 62% of 
the world's land-based oil reserves. The geoeconomic 
strategy of offshore production has proven to be highly 
successful, because it now plays an important role in 
our energy supply. According to the French Oil Insti-
tute (IFP), it represents 30% of crude oil production 
worldwide (with 25 million barrels a day) and 27% of 
natural gas production. 
 

This trend could continue with major technological 
advances in the fields of earthquake monitoring and 
underwater facilities. Oil companies have been devel-
oping floating production, storage and offloading units 
(or FPSOs) suitable for deep-water operations. These 
units, which are independent of the port structures of 
local areas, are very cost effective because they do not 
need to be connected to pipelines and, once the de-
posit has run out, can be redeployed elsewhere. They 
can process and separate different types of hydrocar-
bons while waiting for a tanker to come and collect the 
oil. 
 

Security issues at the core of offshore operations 
 

Although offshore production has major potential, it is 
nonetheless exposed to some serious security issues. 
While security issues are central to offshore opera-
tions, some accidents, such as the one on the Piper 
Alpha platform in 1988 
and the violent explo-
sion at the Deepwater 
Horizon oil installation 
in spring 2010 remind 
us of the risks in-
volved on both human 
and environmental 
levels. 
 

Security is not just 
important for the ex-
traction process; it 
also plays a key role in 
the shipping of hydro-
carbons.  

 

 
 
 
Looking at a map of dangerous areas clearly 
shows that energy shipping routes are located in 
or pass through unstable regions where demo-
cratic dialogue holds little sway and some govern-
ments do not control their own territory: these 
two factors lead to risks of terrorism and piracy. 
 
Governments, shipowners and oil companies are 
not always well-armed to face these hidden, indi-
vidual, asymmetrical threats. In order to keep 
control of the seas and ensure the safe transit of 
hydrocarbons (gas and crude oil), they need to 
dominate unpredictable enemies and fend off 
their attacks, while complying with international 
law. All stakeholders in the supply chain must 
take measures to protect people, ships, port facili-
ties and cargo from the risks of a security incident 
such as an attempt to board, or in restricted-
access areas, the planting of weapons, hazardous 
substances, or explosive devices. 
 

Security initiatives taken against these threats 
may come in the form of action by governments 
or international organizations. 
 
Over the past few years, in addition to these de-
fensive actions, the participation of private enti-
ties has been observed due to the role played by 
some shipping companies and the growth in solu-
tions offered by private military firms. 
 

Regardless of the protective measures deployed, 
they all rely on an ability to monitor and alert the 

crew of a threat in the vicin-
ity. Today, ASV offers a 
range of innovative solu-
tions which supplement 
human watch while 
strengthening detection 
capabilities as well as ra-
dar detection and infra-
red imaging tools, to suit 
the needs of seafaring 
professionals. 
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